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by Amy Lemberger Scope

The New EU Cyber Rules Are Here

Scope

Europe is raising the bar on cybersecurity.

If you have 50+ employees or €10M+
turnover and operate in sectors like:
e Energy, healthcare, public services
e Manufacturing, food, waste
management
e Cloud, MSPs, digital infrastructure
e ..you're likely covered.
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NIS2 has clear requirements

controls

Businesses will need:

e Risk management processes
(includes supply chain)

e Clear governance and leadership
oversight

e Documented policies and techncial
procedures

e Incident response with regulatory
reporting within 24 hours
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The countdown has begun

Deadline

e Oct 2024 — EU deadline

e 2024-2025 — Member states
enforcing

e 2025+ — Audits & penalties
begin

If you aren’t clear on your approach,
act now.
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What is at stake?

Penalities

Essential Entities:
EE Up to €10 million OR 2% of global
turnover (whichever is higheg

Important Entities:
EE Up to €7 million OR 1.4% of global
turnover

Plus the operational impact of
audits and regulatory oversight
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Virtual CISO Support

Support

We have experience designing and
managing NIS2 programmes:

e NIS2 gap assessment

Build policies & governance

Setup incident response processes
Create board-ready risk reporting
Train leaders on their obligations

All without hiring full-time resources.



